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BRF Candidate Data Protection Notice
1. Introduction

BRF (“BRF”, “we”, “us” and “our”) is committed to protecting your privacy. This Notice
explains how we collect, use and share personal data relating to those individuals who apply
to work at BRF in any capacity, whether directly or indirectly (for example, via a recruitment

agency).

This Notice may change from time to time. If you have any questions, feel free to get in touch
via one of the methods set out in the “Contact us” section below.

2. What personal data do we collect about you?

Over the course of your application to work at BRF, BRF will collect and generate personal
data about you. This personal data may include:

e personal details, including your name, maiden name and surname, personal e-mail,
home telephone number, mobile telephone number, home address, date of birth, city
and country of birth, national identification number and/or passport number, gender,
marital status, social security number, signature and photograph;

e immigration information, including ID card, passport data, details of residency
status and work permit or visa;

e information collected through the use of CCTV, including images;

e recruitment information, including job application and resume/CV, previous
employment background and all background checks (including criminal record checks
where applicable);

e publicly available information including public data on social media networks and
government websites; and

e details of compensation and benefits in your current or past employment.

3. How do we obtain your personal data?

We collect your personal data during the course of BRF’s recruitment process, for example
through material submitted as part of your application, or records generated when you engage
with HR. Otherwise, we gather personal data about you when you provide it to us.

We may also receive information about you from recruitment agencies, websites, directories
and publicly available sources. We combine information we have about you from various
sources, including the data that you have provided to us.

4. How do we use your personal data?

We use your personal data for the following purposes:

e recruitment: to manage the BRF recruitment application process and to enter into an
employment or other working relationship with you if your application is successful;
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e communications and emergencies: to facilitate communication with candidates, to
protect the health and safety of candidates, existing BRF personnel and others and to
facilitate communication in an emergency;

e compliance: to comply with legal, regulatory and other requirements, for the
purposes of record-keeping and reporting obligations, to conduct audits and risk
management business process monitoring reviews, to comply with government
inspections and other requests from government or other public authorities, to respond
to legal processes such as subpoenas, pursuing legal rights and remedies, defending
litigation and managing any complaints or claims, to comply with internal policies
and procedures and to comply with local employment law obligations; and

e corporate investigations: to monitor activities as permitted and/or required by local
law and/or regulation.

5. On what basis do we use your personal data?

We use your personal data on the following basis:
e to enable us to take steps prior to entering into an employment relationship with you;

o for the legitimate interests of BRF, being the purposes set out in the “How do we use
your personal data?” section above; and

o to comply with certain legal and regulatory obligations of BRF.

6. With whom do we share your personal data?
Due to the nature of our business, we need to be able to share your personal data across the
BRF group. This means that we may share certain of your personal data with:
e members of the BRF group of companies;
e your interviewer and others in your prospective management team; and
e personnel and other functions throughout BRF including HR, Legal and IT.
We may also need to make your personal data available to other parties, such as:

e legal and regulatory authorities;
e accountants, auditors, lawyers and other outside professional advisors; and

e companies that provide products and services to BRF used as part of the recruitment
process (such as human resources services, IT systems, service and software suppliers
and other third parties engaged to assist BRF in carrying out business activities).

7. Transfers of your personal data outside of your home country

Your personal data may be processed by BRF, its affiliated companies and those other parties
described above, outside the European Economic Area, in particular, in Brazil. Where the
European Commission has not issued an adequacy decision in relation to the jurisdiction
where your personal data is processed, we will ensure that there are adequate mechanisms in
place to protect your personal data in accordance with applicable data protection and privacy
law. We will do this through use of data transfer agreements implementing standard data
protection clauses. You can find more information about data transfer agreements here and


https://ec.europa.eu/info/strategy/justice-and-fundamental-rights/data-protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-third-countries_en
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can receive further information about the data transfer agreements that concern your personal
data by contacting gdpr@brf-europe.com.

8. Protecting your personal data

We adopt a variety of internal information security measures to keep your personal data safe,
including to protect it from unauthorized access, use, disclosure, alteration or distribution. In
addition, our IT providers have adopted high information security standards, and our IT
Information Security team follow ISO 27001, CoBIT and ITIL. Where BRF retains a third-
party service provider, that provider will be carefully selected in accordance with BRF’s
policies and procedures and will use appropriate safeguards in relation to the handling of your
personal data.

9. How long will we keep your personal data?

We will always keep your personal data for the period required by law. We will also keep
your personal data where we need to do so in connection with legal action or an investigation
involving BRF. Otherwise, we will only keep your personal data for the period necessary to
fulfill the purposes outlined above which will usually require us to keep your personal data
for the duration of the recruitment process plus an additional 5 years thereafter. If you
become an employee of BRF your personal data will be retained in accordance with our
Employee Privacy Notice.

10.  Your rights
You may be entitled to:

e request the correction of your personal data;

e request the deletion of your personal data in certain circumstances, for example where
your personal data is no longer required for the purposes set out in the “How do we
use your personal data?” section above;

e request the restriction of the processing of your personal data in certain
circumstances;

e object to the processing of your personal data. In this case, we will no longer process
your personal data unless there are compelling legitimate grounds for doing so or
where it is necessary in relation to a legal claim;

e ask BRF about the processing of your personal data and to be provided with a copy of
your personal data; and

e request receipt or transmission to another organisation, in a machine-readable form, of
the personal data that you have provided to BRF.

If you would more information about your rights, to exercise these rights, or if you have any
concerns about BRF’s processing of your personal data please e-mail gdpr@brf-europe.com
or contact the HR team dealing with your application. If you choose to exercise your rights,
we will respond in accordance with, and to the extent required by, our legal obligations.

If you believe that we have illegally processed your personal data, or if you have suffered as a
result of unlawful processing of your personal data, you can present a claim to your local
supervisory authority.


mailto:gdpr@brf-europe.com
mailto:gdpr@brf-europe.com
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Where you are given the option to share your personal data with us, you can always choose
not to do so. If you object to the processing of your personal data, BRF will respect that
choice in accordance with its legal obligations. This could mean that we are unable to
perform the actions necessary to achieve the purposes of processing described above.

11. Contact us

If you have questions about the processing of your personal data, or need additional
information, please contact the HR team dealing with your application or email gdpr@brf-

europe.com.

12. Data controller

BRF S.A., BRF GmbH, BRF Global GmbH and the local BRF company which you have
applied to work for are the controllers of your personal data. To identify the entity you have
applied to work for, please contact the HR team dealing with your application or email
gdpr@brf-europe.com for confirmation.
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